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The FY 2002 Supplemental Appropriation included $56 million to help State governments make improvements to Emergency Operations Centers (EOCs) in their State.  

In the original guidance for the supplemental funds, FEMA established a phased approach to award the EOC funding.  Phase 1 consisted of a $50,000 allocation for conducting an assessment of the existing EOC.  Phase 2 involved a national competitive grant application process to address the most immediate EOC deficiencies nationwide, including physical modifications to accommodate secure communications equipment.

The FY 2002 Supplemental Appropriation also included $7 million for the purchase of secure communications equipment for the States.  FEMA will distribute secure video teleconferencing (VTC), secure telephone (STE), and secure facsimile equipment to each State EOC through a separate equipment grant award.  As a condition of receiving the equipment, States must install the equipment in a Top Secret Room (certified by FEMA or its agent) within 12 months of receipt.  The VTC equipment is scheduled for delivery to the State EOCs in December 2002.  The equipment may be used at the unclassified level upon receipt.  It may be used at the Secret level if the State can meet the appropriate “Secret” security requirements as laid out in the Agreement Articles for that equipment grant.  The telephone and facsimile equipment is designed to work up to the “Top Secret” level.  The telephone and facsimile equipment will not be keyed to work at the “Top Secret” level until a Top Secret area has been certified.  

At this time, we are modifying the EOC grants program in order to accelerate the provision of funds to the States to physically modify their EOCs to accommodate the secure communications equipment that States are receiving through FEMA.  Grant applications for funds to modify the EOC for the secure communications equipment will no longer be evaluated as part of the nationally competitive phase of the EOC program.  Instead, funds for EOC physical modifications for secure communications will be provided through an additional non-competitive EOC grant award.  This revised approach represents the quickest way possible to provide the States with funds to modify their EOCs to accommodate the secure communications equipment.  

FEMA stands ready to provide all necessary assistance to States for the preparation of applications for funds to complete physical modifications for secure communications.  

Revised Process and Target Funding Allocations

Phase 1: 

All States were allocated a fixed amount of funding ($50,000) to apply for grants to conduct an initial assessment of the hazards, vulnerabilities, and risks to the existing EOC.  

States were required to submit a grant application for these activities to the Regional Director by November 8, 2002.   Those grants have been awarded.
EOC Physical Modifications for Secure Communications

All States are invited to submit a grant application for EOC construction funds to physically modify the State EOC to accommodate a secure communications equipment suite (VTC, facsimile, and telephone).  State EOCs must be physically modified to provide physical security for the secure communications equipment if that capability is not already present.  Attachment II of this revised EOC guidance package includes the physical requirements for the control of Top Secret information as well as prototypical room layouts for a secure operations room within the EOC.  The designs are not meant to be construed as “one-size-fits-all” templates to be applied to every State EOC.  The prototypes serve as a visual representation of a minimum capability and are presented to facilitate planning.  The sample layouts will help States to meet the physical requirements within a limited budget and in the shortest possible timeframe.  

Although the construction costs for a State EOC Secure Operations Room will vary from state to state, FEMA estimates the total cost to renovate existing space in a State EOC and create a Secure Operations Room to be no more than $200,000.  

We used a prototypical room with an area of 675 square feet and 110 linear feet of wall space as estimating parameters.  We considered labor and materials to demolish and remove existing walls and lighting/electrical fixtures; constructing new walls; installing electrical outlets and telecommunications jacks, acoustical ceiling tiles, new HVAC ducting, and a raised floor; and painting the new walls.  We also considered the purchase and installation of office equipment and furniture.  The interior finishes are the minimum essential for “office” activities and do not include any executive style finishes and furniture; e.g., paneling, wainscoting, wall coverings, executive desks, and the like.  FEMA’s cost estimate did not include costs for architecture and engineering services (e.g., design layouts, construction drawings, etc); communications and cryptographic equipment, to include internal wiring, ordering/installation of communications circuits for external connectivity, one time and recurring communications charges; or the abatement of asbestos discovered during construction.

FEMA will provide up to $100,000 in federal funds to each State for this grant activity.  

Because the Stafford Act requires a 50 percent non-federal cost share for EOC construction projects, FEMA will provide 50 percent of the total cost of the project approved under the grant award.  

States must submit grant applications for these activities to the Regional Director by February 28, 2003.  FEMA intends to review and award these grants in March 2003.

Upon completion of the modifications, States should notify the Regional Director that they are ready to begin the FEMA certification process.  If a State believes that it meets the Top Secret security requirements and does not intend to apply for a grant, the State should notify the Regional Director so that FEMA may initiate the certification process.  FEMA or its agent will then conduct an on-site security evaluation of the room to certify its compliance with the security requirements.  

The physical security requirements are included in Attachment II (Physical Security Requirements and Prototypical Layouts for a Secure Operations Room) of this guidance package.    

Phase 2:

The remainder of the EOC funds will be made available to address the most immediate EOC deficiencies nationwide.  During Phase 2, we invite the States to submit grant applications that reflect deficiencies documented in a completed self-assessment that reflects statewide needs, is consistent with national priorities, and considers characteristics associated with a fully functioning EOC.  

These projects will be evaluated and approved based on this order of national priorities:

· New EOC construction where the most cost effective action is new construction.  (Benefit to Cost ratio should be greater than 1.)

· Corrective construction to address deficiencies determined by the Phase I or comparable EOC assessment;

· Architectural and Engineering services for EOC projects in FY 2003 and out years;

· Creation of State Alternate EOC at an existing building for Continuity of Operations;

· Physical modifications to enhance security, but not the hiring of guards;

· Retrofits of existing EOC with collective protection system for Chemical, Biological, Radiological, or Nuclear (CBRN) agents;

· Redundant communications; and

· Other projects to increase the survivability of existing State or local EOCs.

States must submit grant applications for these activities to the Regional Director by May 17, 2003.   

A panel, comprised of FEMA Headquarters and Regional staff, as well as technical experts, will review the proposals and make award determinations.  FEMA will review applications and make award determinations for all Phase 2 EOC funds by June 21, 2003.  If a project will involve funds from other sources, that information should be included in the project application.  For example, if a State submits an application to FEMA for the construction of a new EOC, the application should explain how any new equipment would be funded.

FEMA is developing specific evaluation criteria for the Phase 2 competitive grants.  The criteria will be based on the characteristics associated with a fully functioning EOC (Flexibility, Interoperability, Security, Survivability, and Sustainability).  The criteria will also address how population and risk will factor into the evaluation process.  We are working to provide these additional criteria, as well as a template to assist States in addressing the evaluation criteria in their Phase 2 application, later in January 2003.

Phase 1 EOC Assessment Criteria  

Emergency Operations Centers are essential for the effective direction, control, and coordination of emergency response efforts.  Self-assessments shall consider the following characteristics in determining EOC needs and when submitting grant proposals for EOC projects.  

· Flexibility – scale operations and adapt operational space to the all hazards event (e.g., have sufficient space, equipment, furniture, administrative supplies, telecommunications, computer support, and the like available to satisfy mission requirements);

· Sustainability – support operations for extended durations; e.g., be able to sustain operations 24 hours a day/7 days a week during all emergency situations without interruption; to the extent practical, be located in a place that is not a high-risk area for known hazards (such as flood zone, other natural hazard, nuclear power plant, hazardous material sites, etc.);

· Security – guard against potential risks and protect operations from the unauthorized disclosure of sensitive information (e.g., have sufficient security and structural integrity to protect the facility, its occupants, and communications equipment and systems from relevant threats and hazards);

· Survivability – sustain the effects of a realized potential risk and continue operations from the EOC or a fully-capable alternate location (e.g., have an alternate EOC that can be activated and used if the primary is destroyed, damaged, or not accessible); and

· Interoperability – share common principles of operations and exchange routine and time-sensitive information with local jurisdictions, State-level EOCs, and FEMA’s network of operations centers (e.g. be able to communicate with key State agencies, local government EOCs, emergency response teams at or near an incident site, near-by State EOCs, and Federal authorities to include the FEMA Regional Operations Center (ROC) as well as the FEMA Operations Center).

States should provide FEMA with a copy of their EOC assessment upon completion.  

The goal of the FY 2002 EOC grant effort is that each State and State-level entity:

· Completes a self-assessment that identifies statewide EOC needs;  

· Has an EOC that can accommodate secure communications equipment; and 

· Submits Phase 2 grant applications to address EOC deficiencies as needed; 

The present grant effort is the basis for creating a nationwide network of fully functioning EOCs.  This network will be capable of responding to the range of all hazards events.  FEMA anticipates that future grants (FY 2003 and beyond) will be used to complete this network.

Application Requirements for EOC Physical Modifications for Secure Communications and Phase 2 Grants

Both the Physical Modification grant applications and the Phase 2 grant application should include: 

· Application for Federal Assistance, Standard Form 424;

· Budget Information – Non-Construction Program, FEMA Form 20-20 (if applicable); 

· Budget Information – Construction Programs, FEMA Form 20-150);

· Budget Narrative

· Summary Sheet for Assurances and Certification, FEMA Form 20-16;

· Assurances – Non-Construction Program, FEMA Form 20-16A; (if applicable)

· Assurances – Construction Programs, FEMA Form 20-16B; 

· Certification Regarding Lobbying; Debarment, Suspension and Other Responsibility Matters; and Drug-Free Workplace Requirements, FEMA Form 20-16C; 

· Disclosure of Lobbying Activities, Standard Form LLL; 

· Approved Indirect Cost Rate Agreement, if applicable, and,

· Program Narrative identifying the activities for which funding is requested.

The Program Narrative should include the following:

· Individual activity location;

· Activity title; 

· Individual activity costs, including Federal and non-federal shares;

· Activity-specific scopes of work;

· Recommendations and documentation regarding the environmental review required by 44 Code of Federal Regulations (CFR) Part 10, Environmental Considerations, and other applicable laws and executive orders; 

· Certification that the State has evaluated the projects submitted and that the projects will be implemented in accordance with 44 CFR Part 13, Uniform Administrative Requirements for Grants and Cooperative Agreements to State and Local Governments; 

Match Requirements
Section 614 of the Stafford Act requires States to provide a 50 percent cost share for EOC construction projects.  This requirement applies to both Physical Modifications for Secure Communications and Phase 2 Competitive EOC grants.

The source of the match funds must be identified in the grant application.   The match does not need to be a cash match.  If a State chooses to use a "soft-match" to meet the cost share requirements of modifying an EOC for a secure operations room or constructing a new EOC, it must be for actual construction costs (e.g. designs, materials, or labor).

Generally, when a project requires a match for construction, non-related construction (secretarial services, rent, etc.) soft match may not be used.   The soft match must be directly related to the construction of the project, e.g. design, materials, (e.g. lumber, nails, etc.) or labor (e.g. in-house staff paid by non-federal funds, volunteer labor, etc.) as long as the soft match meets local building code standards.   Caution should be made not to approve/accept “soft-match” from vendors and/or contractors associated with the projects as match provided by these entities may be disallowed due to an apparent or potential conflict of interest, anti-kickback, unfair advantage to other bidders, etc.  The match may not be funded by other federal funds unless specific authority exists for this purpose.  

If a State or local government has completed EOC work prior to this grant award, but after September 11, 2001, that would have been eligible under the EOC grants, the costs may be considered as pre-award costs and the State can use those funds to meet the cost share requirements for an EOC Physical Modification for Secure Communications or Phase 2 competitive grant.   
Performance Periods
Due to the urgent need for States and local jurisdictions to have EOCs with facilities, decision support, and telecommunications capabilities that provide flexibility, sustainability, security, survivability and interoperability, we expect States to move as quickly as possible to complete the grant activities.  In addition, efficient implementation of these supplemental funds is critical because we anticipate that funds may be made available in FY 2003 for additional EOC measures.  

Phase 1-The performance period for the Phase 1 EOC funds is 6 months.  FEMA expects that States will complete the Phase 1 assessment within 90 days.  States should move quickly to conduct their EOC assessment so that there is adequate time to prepare applications for Phase 2 of the EOC program, which are due by May 17, 2003. 

Physical Modifications for Secure Communications-The performance period for the grants to modify EOCs for secure communications equipment is 9 months.  FEMA expects States to move quickly to complete the physical modifications, so they may receive and use the secure communications equipment suite.  

Phase 2- The performance period for the Phase 2 competitive EOC funds is 18 months.

Davis Bacon Act

For EOC construction projects, the Davis-Bacon Act (40 U.S.C. 276a to 276a-7) as supplemented by Department of Labor regulations (29 CFR Part 5) will apply.  Construction contracts in excess of $2,000 awarded by grantees and subgrantees under EOC grant awards are required to pay Davis-Bacon wage rates as established in the geographic area.  The Grantee shall assure that the wage rates and compliance documentation are enforced.  Additional guidance will be provided in the Agreement Articles for the EOC grant awards. 

Additional Guidance Concerning Environmental Review

Generally, the actions under this program can be classified into 4 categories of actions and resulting environmental review.    For any of the categories below, if FEMA determines that additional study or other analysis is required to adequately conduct environmental review, the costs of such review would become an eligible project cost, subject to the identified cost share requirements.  FEMA must complete the environmental review before the project is approved and any work is initiated.  

1) Planning, evaluation, studies – No Environmental Review
These actions, in and of themselves, do not result in any physical changes to structures or facilities.  FEMA has predetermined that they will be Categorically Excluded from further review under the National Environmental Policy Act (NEPA), in accordance with FEMA’s regulations at 44 CFR Part 10.8 (d) (iii).   No further environmental review of specific proposals for these actions is required.  

2) Modifications within or to existing structures, without significantly expanding beyond the existing footprint – Requires Evaluation of Impacts to Historic Properties 
These actions modify existing structures, and would include actions such as retrofits of communications or other systems, strengthening of walls, re-partitioning buildings, upgrading building related equipment and utilities, addition of fire or blast protection, and the addition of emergency exiting or ADA elements, etc.   These actions do not hold the potential for changes to the surrounding environment, other than pre-disturbed ground and landscaping in close proximity of a structure.

The review of these actions is basically limited to the consideration of impacts to historic properties.  FEMA will conduct a review as required under the National Historic Preservation Act based on the information submitted in the application.  

The applicant should submit the following information to facilitate FEMA’s review under this requirement:

· Age of original construction 

· If the age is greater than 45 years or the structure has known historical or architectural significance then –

· Provide photographs showing all sides of the structure, outbuildings and other ancillary structures. (including the context, and parts of the structure that will be affected by proposed actions.)

· Contact the State Historic Preservation Officer and request available information regarding the historical significance of the facility you intend to modify.   

· Provide any additional information you may have regarding the potential for historical significance, including whether or not the property is located in a historic district.

3) Expansion of existing structures, or changes to elements of an existing facility and its grounds that may involve disturbance of ground or surrounding natural features– Requires Evaluation of Impacts to Historic and Archeological Properties and the Natural Environment

This category would include actions such as expanding buildings or structures, re-routing of roads, utilities and communications lines, construction of new small-scale structures within an existing facility, such as adding a new antenna, fence, or parking lot.

The applicant should clearly identify the areas of ground the project will disturb, both temporarily during construction and permanently, and identify the current use of those locations and extent of previous ground disturbance.  In most cases, limited actions on previously disturbed ground would not require additional review and FEMA would Categorically Exclude the action from further review under the National Environmental Policy Act, in accordance with FEMA’s regulations at 44 CFR Part 10.8 (d) (xv) or (xvi).  FEMA will review the information provided and either make a determination or contact the applicant for further information. If potential impacts to archeological or environmental resources are anticipated due to project development, the applicant should make early contact with the FEMA Regional Environmental Officer.

If the action also involves modifications to a structure, the applicant should provide the same information regarding the historic nature of the structure as requested for category 2.

4) Construction of New EOCs – Requires Environmental Assessment

This action holds the potential for the most environmental issues.  If a proposal for a new EOC is anticipated, the applicant should establish early coordination with the FEMA Regional Environmental Officer so that FEMA can assist in ensuring environmental considerations are integrated into the site identification process.  The presence of endangered species, wetlands, floodplains, historic properties, and other resources can significantly complicate the project’s design, environmental compliance, and even eligibility.   For each site being considered, the application should provide information regarding the location of proposed and alternative sites considered, existing conditions of the sites, structures in proximity to the proposed new building, and any existing structures that may be demolished.  The applicant should provide the same information regarding the historic nature of the structure as identified in category 2 as well as potential impacts to archeological or environmental resources as identified in category 3.  It is likely that this type of action will require a more extensive Environmental Assessment under the NEPA requirements.   FEMA will work with the applicant to complete assessments and studies to fulfill requirements under NEPA, as well as other laws and Executive Orders that FEMA determines are applicable to the proposed project.  These may include the Endangered Species Act, the National Historic Preservation Act, Clean Water Act, Executive Order 11988 Floodplain Management, and Executive Order 11990 Wetlands.
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